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2022 Cybersecurity Threat Trends
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Prevalence of
Phishing Websites
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« Google Safe Browsing uncovers unsafe URLs

across the web. The latest data shows a
world-wide-web rife with phishing websites.

Since 2016, phishing has replaced malware
as the leading type of unsafe website. While
there were once twice as many malware
sites as phishing sites, there are now nearly
‘19 times as many phishing sites as there are
malware sites.

Google has registered 2,145,013 phishing
sites as of Jan 17, 2021. This is up from
1,690,000 on Jan 19, 2020 (up 27% over 12
months).

« This compares to malware sites rising from

21,803 to 28,803 over the same period (up
32%).


https://transparencyreport.google.com/safe-browsing/overview?unsafe=dataset:1;series:malware,phishing;start:1579219200000;end:1611791999999&lu=unsafe

The Most Targeted
Industries

« Healthcare &
Pharmaceuticals

« Manufacturing

« Education

15%

75% of organizations around
the world experienced
some kind of phishing
attack in 2020.
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$150 is the average cost per
compromised record.
$3.92m is the average cost
of a data breach.




96% of phishing attacks
arrive by email.

Phishing Awareness by

Geography

%
o « United Kingdom: 69%

« Australia: 66%

- Japan: 66%

« Germany: 64%

« France: 63%

« Spain: 63%

« United States: 52%




So what do we do?
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Office 365 Safe

A link was clicked from a
suspicious message.

This link was clicked from a message that has
similarities to other suspicious messages.

We recommend that, before opening the website, go back and review the
email message to determine the content of this email. Please be cautious
when replying to the sender, even if it looks like someone you know.

Tips for identifying phishing attacks

X Close this page
Conf comm

Learn more about

This website is classified as
malicious.

Opening this website might not be safe.
www.unsafe_url/login.php

We recommend that you don't open this website, as opening it might not
be safe and could harm your computer or result in malicious use of your
personal data.

X Close this page
Continue anyway (not recommen

Powered by Office 365 Advanced Threat Protection

Whenever an email is received
from outside of the RCSJ
organization, any links or URLs
within the email will
automatically be reviewed by
Microsoft Al before being
delivered to your inbox.

* This review will help reduce
the impact of any malicious
or phishing emails that still
arrive in your inbox.

If the link or URL is determined
to be suspicious or malicious
after review, you will be
redirected to a warning page
that will appear like one of the
following examples after clicking
the link.




* Microsoft will holistically analyze
emails for malware that are sent
through their services.

Oﬂ:l ce 3 65 e Attachments that match known

malware signatures will automatically
be blocked from being delivered to
your mailbox.

Safe Attachments

* From your perspective, these emails
will never hit your mailbox.




* If an email is determined to contain malware
after it was delivered to your Inbox, the email
will be retroactively pulled from all affected
mailboxes.

Auto Purge

* |f received email is classified as Phishing or
Spam, it is automatically sent to quarantine.

* Daily Quarantine Emails are sent to your
inbox for review
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